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Encl: (1) Department of Defense Directive 5210.70 of 3 Nov 80

l. Purpose. To establish polxc1es, procedures and responsibili-

ties for 1mp1ement1ng enclosure (1) within the Department of the
Navy. Enclosure (1) delineates and 3531gns respon51o111t1es for
planning, programming and managing cryptologic training within
the Department of Defense.

2. Background. This instruction implements enclosure (1) and
addresses the Department of the Navy's role in interacting with
the other Services and the Naticnal Security Agency/Central
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Security Service (NSA/CSS). Iin rnls regard, references (a)
through (h) address policies "a. loctrine for planning,
programming and managing training in the Department of the Navy,
including cryptologic training. Additional guidance and

procedures which address the interactions between the Services
and NSA/CSS are contained in a series of circulars issued by
NSA/CSS in accordance with enclosure (1). Reference (i) is
germane. These circulars are provided to the appropriate Navy
and Marine Corps commands involved in planning and managing
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3. Discussion. Early planning is required to program for ani
acquire cryptologic manpower and training resources, define
skill requirements and establish training programs concurrent
with the planningy, development, procurement and installation of
new tactical cryptolojgis or signals intelligeace (SIGINT)
systems. To accomplish this planning, appropriate elements in
the Navy fulfill the provisions of reference (a) for initial and
follow-on training related to new tactical cryptologic systems
and for institutionalized follow-on training related to national
SIGINT systems. Either the Navy or NSA/CSS may fulfill the
Principal Development Activity (PDA) and Training Support Agent
(TSA) responsibilities outlined in rvreference (a) for initial
training related to national SIGINT systems. Reference (i)
germane. This instruction referenc2s appropriate Navy and

NSA directives and amplifies them as necessary in order to
clarify the Navy's role under the circumscances described above.

4. Policy

a. The Navy Training Plan (NTP) process outlined in
reference (a) will be used to plan all cryptologic training for
which the Navy is the PDA. When NSA/CSS is the PDA for a new
SIGINT system, the provisions of reference (j) will b2 followed
in planning for initial training and the provisions of reference
(a) will apply for follow-on training. :

b. In accordance with encleosure (1), NSA/CSS has
established a Cryptologic Trainiug Council (CTC). The CTC
provides a forum for addressing policy matters affecting
cryptologic training within DOD. The Training Director, NSA/CSS
heads the CTC and a representative for each of the Services will
constitute the council membsrship. Navy and Marine Corps
representatives to the CTC are designated by CNO and CMC,
respectively, in coordination with NSA/CSS.

c. All curriculum development, evaluation and validation
efforts in the Navy must couply with references (e), (f) and
(9) . Curriculum development for new and modified tactical
cryptologic systems is funlad by the Navy and curriculum
development for new national "“IJINT systems is funded by
NSA/CSS. All curriculum mu.t o¢ approved by Chief of Naval
Education and Training (CNET) prior to being presented in Navy
schools. :

d. As indicated in enclosure (1), NSA/CSS is responsible
for the technical adeyuacy of all cryptologic curricula. To



assist NSA/CSS in fulfllllng this role, copies of new crypto-
logic curricula and changes to existing curriculum developed by
the Navy will be forwarded to Headquarters, NSA/CSS as outlined
i)
7

e. Factory training for new Navy tactical cryptologic
systems will be funded by the appropriate resource sponsor in
accordance with references (c) and (h). Factory training for
Navy personnel who will operate or maintain new national SIGINT
systems is supported by NSA/CSS.

f. For certain joint-service, common-skill cryptologic
training, the Navy may be requested to act as Executive Agent
(EA)}). Responsibilities and policies associated with the EA

concept are defined in reference (k), and supplemented by

reference (i). This type of training is closely coordinated
with the other Services and NSA/CSS to ensure technical adequacy
and the fulfillment of validated requirements.

5. Responsibilities

a. Chief of Naval Operations:

(1) Will be the pr1n01pal Navy point of contact for
interacting with other DOD components regarding cryptologic
training matters affecting rescurces and policy.

(2) Will incorporate guidance from 0SD, including inputs
from NSA/CSS, for the development of planning, programming and
budget documents to support cryptologic training.

(3) Coordinate with NSA/CSS, or delegate this role to
COMNAVSECGRU when appropriate, concerning changes to cryptologic
training and resource requirements.

(4) Provide annual briefings to NSA/CSS concerning the
Navy's programming actions in support of cryptologlc training

that supports Navy tactical cryptologic and national SIGINT
operations.

(5) Plan and program for initial and follow-on training
to support new Navy tactical cryptologic systems. Coordinate
with NSA/CSS concerning the Navy's responsibilities for
supporting follow-on training for new national SIGINT systems.
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SA/CSS and other DOD components.
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b. Commandant of the Marine Corps will plan, program, and
manage cryptologic training for the Marine Corps in accordance
with the instructions in references (a), (i), (j), and this
instruction.

c. Chief of Naval Material:

—

(1) Ensure all aspects of new Navy tactical cryptologic
training requirements and training related to new national
SIGINT systems for which CHNAVMAT is the PDA are executed in
accordance with the procedures and policies outlined in
references (a) through (d) and (3).
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lities as outlined in reference (a) for cryptologic training.

(3) Identify cryptologic factory training requirements
in accordance with reference (h) for systems which CHNAVMAT
Systems Commands are the PDA and TSA.

{4) Develop curricula in accordance with references (e},
(£) and (g) for formal training related to new cryptologic
systems, both Navy and national, for which a CHNAVMAT Systems
Command is the PDA.

d. Chief of Naval Education and Training:

(1) Fulfill the responsibilities as a Training Agent in
accordance with references (a) and (1) for cryptologic training
under CNET's authority.

(2) Coordinate with CNO, CHNAVRES, COMNAVSECGRU and CMC,
as appropriate, to satisfy Naval and Marine Corps Reserve crypto-
logic training requirements.

(3) Fulfill the Executive Agent responsibilities for
joint service training in accordance with references (i) and (k)

when designated as an EA for cryptologic training.

(4) In addition to the standard Navy and Marine Corps
distribution, provide summaries of annual cryptologic course
reviews to NSA/CSS, and to the other Services when joint
training is involved, as outlined in reference (i).

(5) Provide representation on the NSA/CSS CTC, as
required.
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(6) Ensure NSA/CSS is provided copies of cryptologic
curriculum developed or modified under CNET auspices to assist
in assessing its technical adequacy. Reference (i) is germane.

e, Chieft of Naval Reserve:
(1) Submit reserve cryptologic training requirements in
accordance with reference (c) and established naval reserve
policies.

{(2) Coordinate, as appropriate, with COMNAVSECGRU, CMC
and CNET concerning new roguirements and modifications to
training for Naval Reserve cryptologic personnel.
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£. Commander, Naval Security Group Command:

(1) Serve as the Cryptonlogic Technician (CT) Rating
Technical Advisor as specified in references (m) and (n). In
this capacity, COMNAVSECGRU plays a major role in defining
cryptologic training requivemenis based on close coordination

ti
with appropriate OPNAV mission/resource sponsors in the case of
Navy tactical cryptologic systems and with NSA/CSS for national
SIGINT systems. COMNAVSECGRU performs a similar role in
relation to cryptologic officers.

o)

(3) Act on bchalf of the CNO in coordinating with the
appropriate PDA/TSA to plan and program resources to support
initial training for naticnal SIGINT systems. Either NSA/CSS or
a CHNAVMAT Systems Command wmay be the PDA/TSA.

(4) Coordinate with NSA/CSS, the Services, and Navy
trainingy commands, as appropriate, to ensure new national SIGINT
training reyguirements or procedural changes affecting existing
training are identified and their impact on trainingy is properly
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(5) Fulfill the re ,. ibilities as a Training Agent in

accordance with referenc-e¢ a) ..r formal cryptologic training
conducted at NAVSECGRU shore installations.
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(6) Serve as the technical manager for the Naval Reserve
Security Group Program in accordance with reference (o) and
existing CHNAVRES policies.

6. Action. Addressees will take action as necessry to carry-
out the policies and responsibilties as set forth in paragraph 4

and 5.
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Distribution: ' o)
SNDL A3 {(Chief of Naval Operations)
A4 (Chief of Naval Material)
A6 (Commandant of the Marine Corps)
FT1 (Chief of Naval Education and Training)
FR1 (Chief of Naval Reserve)
FE1 (Security Group Headquarters)
Copy to:
SNDL B2A (Special Agencies, Staffs, Beoards; and
Committees) (DIRNSA, only)
21A1 (CINCLANTFLT)
21A2 (CINCPACFLT)
21A3 (CINCUSNAVEUR)
C43 (COMNAVSECGRU Shore Based Detachments) (Groton,
Ft. Meade and Monterey, only)
FE4 (NAVSECGRUACTs) {Skaggs Island and Winter Harbor,

only)
FT 39 (NAVTECHTRACEN) (Pensacola, only)

0IC, NAVTECHTRACENDET Ft. Devins, MA
0IC, NAVTECHTRACENDET Goodfellow AFB, TX

Stocked:

CO, NAVPUBFORMCEN
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20Ul ldUUL Ave.

Philadelphia, PA 19120 (100)
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m‘m November 3, 1980
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SUBJECT: DoD Cryptologic Training
References (a) National Security Council Intelligence Directive
No. 6 (NSCID No. 6)
(b) DoD Directive S$-5100.20, "The National Security
Agency and the Central Security Service,”
December 23, 1971
(n\ NAD Divyective <1nn A7 "N:}f1nn'\1 Cruntnlooic
¢) DoD Directive 31 Jaticnal Crypteologic
School,” April 30, 1965
A. PURPOSE
This Directive establishes uniform policies, standards, and pro=
cedures for the conduct of cryptologic training; and assigns respon-
51b111t1es to ensure that adequate and responsive training within
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Secretary of Defense (0OSD), the Military Departments, the Organization
of the Joint Chiefs of Staff, and the Defense Agencies (hereafter
called "DoD Components'). As used herein, the term "Services” refers
to the Army, Navy, Air Force, and Marine Corps.

provisions of this Directive apply to the Office cf the

2. Its provisions encompass all elements of the Department of
Defense engaged in cryptologic and cryptologic-related training that
supports operations contained in the Consolidated Cryptologic Program
(CCP) or Tactical Cryptologic Program (TCP).

C. DEFINITIONS
1. Cryptologic Training.
to the cryptologic mission.

Institutional training in skills unique

Common Cryptologic Training. Training in identical skills
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Components as to make consolidated or collocated 1ntercomponent
training infeasible.

(1)

Enclosure



4. Cryptologic-Related Training Training that is a prerequisite for, or
an adjunct to, cryptologic training and job performance when the subject matter
ic not in itself cruntolpoic ut is of overridine imnortance to the conduct of
is net in itself cryptelogic but is of overriding importance to the conduct of
cryptologic operations; the noncryptologic applications of such subjects are
excluded.

D. POLICY

The Director, National Security Agency/Chief, Central Security Service

(DIRNSA/CHCSS), as principal signals intelligence advisor to the Secretary of

Defense and the Joint Chiefs of Staff (NSCID No. 6. (reference (a)) and DoD
Directive S$-5100.20 (reference (b))), shall ensure the technical adcquacy of
all cryptologic training.

E. RESPONSIBILITIES

1. The Director, National Sccurity Agency/(
shall:

liief, Central Sccurity Service,

a. Submit requirements to the OSD for inclusion in the Consolidated
Guidance (or Intelligence Annex thereto) f

budgeting for Military Department c
programs, and provide program manag

or the direction of r)r()vr;imin;r and
ic and cryptologic- rL]aLed training
idance for cryptologic training.
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b. Review Military Department program submissions on cryptologic and
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¢. Provide technical guidance, minimum standards, and support for all
course development and all ongoing cryptologic and cryptologic-related training.
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a ReVlew course daocumentdti10n Lo ensure tne cecniicdi da cyquacy Uf
cruntolpoeic and crvntolooic-related course contont
cryptoioglc and cryptoicgic-reiatea course content

e. Maintain and operate the National Cryptologic School (NCS) in
accordance with DoD Directive 5100.47 (reference (c)).

£ Coordinate, with the Military Departments, proposed changes to
training reguirements, resources, and courses as initiated by NSA/CSS, to
include training development for new systems and the procurcment of technical
training equipment.

g. Establish, in coordination with the Miiitary Departments, policy,
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used to satisfy requirements

h. 1In cooperation with the Military Departments, provide for the
periodic review and analysis of all common and unique cryptologic training
courses to determine the potential for interservice or intercomponent consoli-
dation and/or collocation. When such action is determined to maintain or
enhance the effectiveness of training and to be economical, arrange for the
consolidations and/or collocations or, as appropriate, make recommendations
to the Secretary of Defense for decisions on specific courses of action.
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i. Establish, in coordination with the Military Departments, an evalu-
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j. Establish a Cryptologic Training Council to provide a forum wherein
policy matters, training issues, and other reclated topics may be addressed.
The Council shall be chaired by the Training Director, NSA/CSS (TDNC), and be
composed of representatives from each Military Department and the NSA/CSS.

k. Prescribe administrative procedures for compliance with appropriate
security directives pertaining to special clearance requirements for all NSA/
CSS personnel involved with cryptologic training and curriculum development.
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shall serve as the principal executive for DIRNSA/CHCSS in matters related to
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a Incorporate guidance from 0SD and the NSA/CSS in the development of
crvotologic training, planning. programing. and budgeting documents.
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b. Coordinate, with NSA/CSS, deviations and proposed changes to train-
ing requirements, resources, and courses initiated by the Military Departments,
0 c

to include training development for new systems and the procurement of techni-
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cal training equipment that affect the capability to execute training programs

c. Assemble and maintain, for all DoD Components, a current record of
all DoD common and unique training requircments and programs under their
cognizance.

d. Establish, maintain, and operate cryptologic training schools that
provide training for DoD Components agreed upon among the Military Departments
and the DIRNSA/CHCSS.

e. Provide cryptologic instructional material for reserve components,
correspondence students, and proficiency training for all military personnel.

f. Provide facilities for the use of DoD Components for training that
can be effectively and efficiently conducted on a collocated basis.

g Coordinate actions with NSA/CSS and maintain liaison with other DoD
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affect the conduct and development of assigned cryptologic training programs

h. Prescribe administrative procedures for compliance with appropriate
security directives pertaining to special clearance requirements for all per-
sonnel of their respective Military Departments involved with cryptologic
training and curriculum development



F. PROCEDURES
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logic training schools by their respective Military Services

2. Manpower authorizations for joint Service staffs and faculties shall be

prorated among the Military Departments, based upon participation in terms of
student weeks.

3. The Military Departments and NSA/CSS shall program and budget for all
expenses incidental to the operation, maintenance, and base-operating support
of their respective cryptologic training schools.

4. The pay, allowances, and permanent change of station travel and per
diem costs of Military Department personnel assigned as faculty or staff of the
cryptologic training schools shall be borne by the sponsoring DoD Component.

5. NCS administrative financial functions shall be conducted in accordance
with DoD Directive 5100.47 (reference (c)).

A Tha roonlatary rantryale Far crvntnlonodies trainineg chhall ha Aafinad 4n a
6. The regulatory controls for cryptologic trainiung shall be defined in a
series of NSA/CSS circulars that shall be initiated by DIRNSA/CHCSS and coor-

dinated with the Military Departments.

G. EFFECTIVE DATE AND IMPLEMENTATION

This Diractive is effective immedinfqu_ Forward two Pnpies of 1mn1pmenf—
ing documents to the Assistant Secretary of Defense (Command, Communications,
Control and Intelligence) within 120 days
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